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1. VPN Server configuration

The VPN server has 2 interfaces:

Red interface: 10.1.0.120 / 255.255.0.0

Green Interface (on ACT'L LAN): 10.0.100.99 / 255.255.0.0

Log on the firewall using the green interface: http://10.0.100.99 (you are redirected 
on an HTTPS link on the firewall)

Configure the VPN:
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1.1. Configure the VPN server

The VPN server is configured with the Global Setting on the VPN server tab:

OpenVPN Server enabled: must be checked

IP Pool: this is a range on the GREEN LAN which is reserved for addressed that will 
be dedicated to the VPN that will connect.

For example here, the range 10.180.150 to 10.0.180.180 which is in the 
10.0.0.0/255.255.0.0 GREEN LAN has been reserved and the OpenVPN server will 
pick addresses in that range for allocation to the eWON that connect.

Port: The port on which the server will be listening.

Protocol: UDP this is the best port for VPN communication.

Block DHCP responses...: as filter DHCP message coming from eWON (not quite 
useful)

CA Certificate: it is generated automatically and you will need to copy it in the 
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eWON configuration.

1.2. Add an eWON definition on the server

Each eWON that will be allowed to connect must be defined on the server.

An eWON will be identified by its username and its password.

Use the “Add account” to add an eWON:

The eWON configuration page looks like this:

Username: the username the eWON will use to identify on the server (ewon1 is 
used as example).

Password: The password that will allow the eWON to connect to the VPN 
(mypassword is used as example)
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2. eWON configuration

The eWON configuration corresponding to the server is:

On the Global VPN config, the TAP mode must be selected.

Establish VPN connection: must be selected

Primary Server: this is the RED IP address of the server (or Internet accessible 
RED IP address).

 

Connect to...: Select ENDIAN VPN Server

Username: This is the eWON identification, in this example ewon1.

Password:  The password to log on the VPN server, in this example mypassword
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CA (Certificate Authority) CERTIFICATE: You must copy here the CA Certificated 
from the ENDIAN VPN configuration.

3. Check the connection status

On the bottom of the VPN configuration page on the VPN server, you have a list of 
eWON connected, with some additional informations.

We can see here that the VPN IP allocated to the eWON is 10.0.180.151

This can also be checked from the eWON status page:
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4. Network topology

The Network configuration on the server side is “Bridged” this means that the 
eWON appears really as if it was on the GREEN LAN. If a PC from the LAN needs to 
access the eWON, it must have the ENDIAN Firewall/Server as gateway. Doing that 
will allow the PC to communicate with any eWON.
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