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1. VPN Server configuration
The VPN server has 2 interfaces:

Red interface: 10.1.0.120 / 255.255.0.0
Green Interface (on ACT'L LAN): 10.0.100.99/ 255.255.0.0

Log on the firewall using the green interface: http://10.0.100.99 (you are redirected
on an HTTPS link on the firewall)

Community ? Hel;-EPL-:--; out U” [”ﬂ"

System Network Services Firewrall

Home Home

Network Configuration System status

Passvrords

SSH Access Status:

GUI Settings Connected: main (0d 2h 31m 46s)
Backup

Shutd
Credits

Legend: @ Enabled (click to disable) D Disabled {click o enable) O Fefrash

endian.ad.actl.be - 11:07:31 up 2:32, 0 users, load awerage: 0,00, 0,00, 0.00

Status: Connected: rnain (0d 2h 31 475) Uptime: 11:07:31 up 2:32, 0 users, load awerage: 0,00, 0,00, 0,00

Endian Firewsall Community release 2,1.2 (o) 2004-2006 Endian

Configure the VPN:

Firevrall
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1.1. Configure the VPN server

The VPN server is configured with the Global Setting on the VPN server tab:
Virtual Private Networking

E Openvpn Server  Cpenvpn Met2Met client

EJ Global settings

OpenyPN Server
W
enabled:

10.0.130.1:50 - CA Certificate

IF poal:
iooqe0180 | —---- EEFIN CERTIFICATE-----

MIIDWCCakEgAwlE 2y IEADANE gk ghd i = 9w0E 20 Q0 FAD 2=MQ 5w QYD) Q EwJ JUDEN
M0 =4 1TE ChMD ETI2 2MQ SwD QYDVQQDEwE ] Enc gQ 0Ewih e HHMD gD IxMT Qo HDTOTh o H
B Qo 2D 0 LOTEIOT] A=BQ =aC QYD) Q FE w0 J JUDEMM A0 72 LITE ChMD 2TE 2M0 SwD YD
Port: 1194 UQODEwZ 1 2nc g 0EwggE iMAOGCE -2 IE2DQEEAQUTAAL IEDwinggE KA IEAQDMEM =0
+FdahfWEE+adP =S Likr0PEsUHETIME]L aMwr ARTHM1AYP Y ouibwlCH i i Sm0TMISL 250 &
L NTES 6 gHMLIEET VE 2 =h 5§ Jwn TS WEEPX o+ Ed Pum0MM=+F c 1IFTvHia ICJTHS BAF
P Ghxc £ 2 0TRITC dze 2t Oz WE Tholl g0+ km i =p FETTE P11 EnThTpih dgrHah gBM i/ EvE=T
SPRIJERA] 6 IVEgqXEEL 05 SsBubnUR o CRIpwP Werf4 2k Ludg 5o i AN+ M YholaTH
shPwES=HgC 51+ ic 2 JEELPTERJILLO2WEX 04K IhD £k AZ 1T 4% T LEns0ET i J¥9xH
Cdy 5ikEOEC] o quith2glE 225 ¥ Pwg Wi ) ¥OVEO0EEYE FEFEANE S 2 8bxX o 0The JE
Zl=poThIMEQE21Td InEHMEn AFEFPEHNE 2 £bxX o 0The KT 1=p o ThFoT ChL JA=M] =w
CQ¥DQQ CEw I T/DEMM A0 =4 10E ChMD ETE 2MQ Swl YDV QQDEwE] Snc gQ 00 AQ &l &YT
Elock DHCP FESPONSES COMing VROTE ATwiwEE,/ = ANE gh ghk i 33w0E AQQFALDC AQE AL # 3T ILY+ & gb dwd E£F/ JOREER
Fram tunnel: DE22cZ0icK30Vg Iy £RE I3 qFaln¥ gp A9LEP T= Ml £ T g JM1 o Tsb OE L vz JH
MYHEAQALEDSmSEHLE i jx o EKEcEs 68 gikH=p A6 Y] J«MEEQAWLTI0 INaxx X J 0 ins
S O0giTmIBEN Sy EEPLE c gLt ¥l PhngE sMeTwiE I1nl tnd Soxl LeD0Thwhkhe 3 cE 7 EEn
ATgax gUE IQ=DEL+ QuwtETE LE £ Tmlinl s 3« gdWEE T2 I it JennET owdM - oy ITheL codlE

Save Restart WgF Ekx O +wE 4P 16X p G I 00 A0 29E & B gf & § dupHO shoggBy wwPWE of EE qdEa==

----- END CERTIFICATE-----

Prokocal: LIDP V

Please do nok select TCP as prokocol, unless
wou know exackly what wou are doing!

Every change to the configuration for

a single user which does also affect Download CA Certificat
other users requires the Open¥PN S S
server to be restarted. Clients wil
reconneck automatically after a timeout,

OpenVPN Server enabled: must be checked

IP Pool: this is a range on the GREEN LAN which is reserved for addressed that will
be dedicated to the VPN that will connect.

For example here, the range 10.180.150 t010.0.180.180 which is in the
10.0.0.0/255.255.0.0 GREEN LAN has been reserved and the OpenVPN server will
pick addresses in that range for allocation to the eWON that connect.

Port: The port on which the server will be listening.
Protocol: UDP this is the best port for VPN communication.

Block DHCP responses...: as filter DHCP message coming from eWON (not quite
useful)

CA Certificate: it is generated automatically and you will need to copy it in the
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eWON configuration.

1.2. Add an eWON definition on the server

Each eWON that will be allowed to connect must be defined on the server.
An eWON will be identified by its username and its password.
Use the “Add account” to add an eWON:

E Users which are allowed to connect to openvpn

Acdd Account

] = L L O [ Y | I T N A ]

The eWON configuration page looks like this:

add new user

User Information

| J=ernare: R
Password; PR
wetify password; PP

Remote Metwork (Routed Mode)

Remoke Metwaork:

Femaote Metwark Mask:

Client Routing

use khis Firewall as defaulk gateway ]

Username: the username the eWON will use to identify on the server (ewonl is
used as example).

Password: The password that will allow the eWON to connect to the VPN
(mypassword is used as example)
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2. eWON configuration

The eWON configuration comresponding to the server is:
@cum config
- HE Interfaces
EI% Metwork connections

El L, Ethernet

¥PM Connection configuration

Advanced options

A, Ethl - LAN
L EthZ - WAN
L Moderm
E@ WP

Really Advanced options Please do not change, unless yo

(= [ Metworking Config

: Lpdate
L [HM Internet Connection

On the Global VPN config, the TAP mode must be selected.

Z0M Config

& Interfaces

Q Metwork connections
I~ M Ethernet

Establish outgoing ¥PN connection configuration

¥PN activation rule

o Ethl - LAN

A, Eth2 - wan Remote ¥PN WAN address or name
S —— oo |
> @ ven e

B Global

--@Incoming Connect to.. :

-k Outgoing
L Hetworking Config
----- |]D Internet Connection
----- '@ WPN Connection
..... A" Fublish IF Address MIIDWICCAkKgAwlBAgIEAD ANBykahlkiGowlEAQOF ADAsHOS wC QY DVOOGEWIJY = |
..... @ callback HJ?.DGAIUEChHDZUZSHQBWDQYDUQQDEWZlchgQDEthCNHDngDIxHTQYNDUDII

HiQulz AvyHDOIOTHOW ) AsHOswC QY DVOOGEwJIVDEN A GALUEChHD ZWES OS]

r_:.» Rauting VOODEwZlZinegQOEwygE iMAQGCSgGEIhs DQEBAQUAJL‘}IBDWAngEKADIBAQDHEM
----- e Proxy
----- M Security

Establish VPN connection: must be selected

Primary Server: this is the RED IP address of the server (or Internet accessible
RED IP address).

Connect to...: Select ENDIAN VPN Server
Username: This is the eWON identification, in this example ewonl.
Password: The password to log on the VPN server, in this example mypassword
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CA (Certificate Authority) CERTIFICATE: You must copy here the CA Certificated
from the ENDIAN VPN configuration.

Ch Certificate

BT IDW O kK dn IE g IE AD ANE gh qhle i 59w0E A0 0 FAD &= M0 w0 (YD 0 GEw I JUDEN
P& 55 10E CHMT ZTE 30 5wl §¥IV] ADEwE 1 Enc g ) 0Ewtibc HMD gwbiD LT 03D T 0Tk R
L otz Ayt ) LOTHOT Az 5wl (D00 GEwn ] JUDEMM &0 &4 11E CMDO ZWE 2H0 &= 1D
SIQIEwWE] Zne g 0EwggE iMADGCE g65 Ib 20 (EE AQTAAL IE InAnggEKAs [EANDIMEM=0
+Pdah £ 082+ 24P = S Lk 0FE =R ET1Me 1 oMy AETM1AYP Yo iboolH i i B0 TEL 250 A
zhrthAUTES £ g JHET D 2 =h 58 Jor TSWEFY o+ Ed FamoMM = £F c LFTwHia 105 THS/ EAF
F o £ DR doc At 0o WE WG g Hkem 1 s p FETUSTLL ZnThTpThJgrHah gk i/ EvEsT
SFEEIbR4] 6y [VEqqiKEL 05 SsBubnfRo CREpvFTyE0 Bk Indqic i SMHTH T6TheluTH
ShEwE SsHgC51+ it 3 IFELFTEnJILL 03T 21 04Kz IhD £k A2 1T 4 T LEnov 0BT i T 9aH
Cdf 5 ikKOZ 01 o quihAgHE &35 ] gV Pwg YMwl {YIVED 0BEYE FEFRINE/ 22bxk o (T K
51=poThEMFOGALTA [wENMEu A FEPEHNF, 3 2bscX o 0Ty rKS Lep o ThFoT CkL § A=MO =m0
LY 0 GEw  TUDEMM Ao &4 1UE ChHD 212 2H0 5D A¥DU0 0D EwE ] 2ne g0 0 A0 Aul YD
VROTE &wanEE, = 20E gk qhk i 6900 A0 FAANC AQEAL 25T ILX+E oF dwi 2 £F, J0REERS
D524cZ0icKECUgIy0ERE S qFValn¥ap d9LEPU=Hinde £ T qundX 9851 oT b 0E1 yrx JH
MOYNE 20 41E 03mSENLYn i jx BB oE=E&gikHep 3 MEE QATLW0 [N e A 0 dus
/ 0giTmIE2 N sy EEFRE € gL tHY1 PhngB sMs Pt I1nl £ni 5 ox 1L=T0Tkukhe BT G2a
272 gUUE I (=D EL+ Qo B7 6 12 £nln 02 4/ 2 gdUEEa T it JaennG7 owdly oy WL andlz
HgF 2k Mo+ E 4P TEXp #0600 05 A9 & §F gf « 5 dupHOshqgRy uwwFiEe/ Z2qdE A==
————— END CERTIFICATE-----

Download CA Certificate

3. Check the connection status

On the bottom of the VPN configuration page on the VPN server, you have a list of
eWON connected, with some additional informations.

EJ Connection status and control

User Assigned IP  Real IP R T% Connected since Uptime Actions

. . ] Fri Apr 25 11:21:09 -
ewont 10.0.180.151 10.1.100.153:34079 1.5kB  3.8KkB 0 =

We can see here that the VPN IP allocated to the eWON is 10.0.180.151
This can also be checked from the eWON status page:

Descripkion
PPP allocated IP address 0.0.0,0
Current IP transparent forward address 0,0.0.0
¥PM allocated IP address 10.0.180.151
PPP accumulated incoming traffic n
PPP accunulated outqoing traffic n

/%WON REP-Endian Firewall validation Page 7/8



///A C —I— Ve I_ Title/Project Endian Firewall validation

Managing Your Technical Data Online Subject REP
Author Rev 8
Mod date 04/25/08

4. Network topology

The Network configuration on the server side is “Bridged” this means thatthe
eWON appears really as if it was on the GREEN LAN. If a PC from the LAN needs to
access the eWON, it must have the ENDIAN Firewall/Server as gateway. Doing that
will allow the PC to communicate with any eWON.
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